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Introduction
Weblogs and social networking sites (such as Facebook, Twitter, LinkedIn and most recently, Google
Buzz) are increasingly2 a part of the everyday lives of lawyers as well as the clients, witnesses, opponents
and judges with whom they deal. Such on‐line services provide lawyers with unprecedented
opportunities to market their practices, develop relationships and improve professional competence.
Significant perils accompany these opportunities, however. Indeed, the misuse of social media sites has
already led to ethical issues for a number of lawyers and judges.
This paper considers the benefits and perils of lawyer social networking. After reviewing the good that
social networking can do for lawyers, for their clients and for the legal system, it considers the bad that
can result if lawyers improperly or carelessly use social networking sites and services. It concludes with a
few dos and don’ts on managing these perils and minimizing the ethical risks associated with lawyer
social networking.

The Benefits
Many lawyers resist changing the way they have always practiced. But none can afford to ignore the
benefits of using social media. Blogs and networking sites, including professional networking sites like
Avvo, are indispensible marketing tools. Because prospective clients increasingly search for legal services
on‐line rather than through using traditional media like the Yellow Pages or Martindale‐Hubbell, lawyers
must have a searchable “presence” on the Internet simply to be found.
Blogs and social media can also help lawyers develop and maintain professional competence. By reading
and writing about recent developments in a particular area of the law, social media can be an effective,
timely and free source of CLE for individual lawyers. Moreover, the content published by contributing
lawyers can provide valuable and readily‐accessible information to the public about the legal profession
and the justice system. It may even generate ideas to improve both.
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Finally, social networking sites and search engines can help lawyers prepare for their cases. Just as
employers often “Google” prospective employees prior to hiring,3 lawyers can and should mine social
media for information about witnesses, clients and opponents to prepare for evidentiary hearings and
depositions.4
Technological change and social media—like them or not—are undeniable and beneficial aspects of
modern law practice. As a result, successful lawyers must adapt their practices accordingly. In so doing,
however, they must remain mindful that membership in the social networking community does not
come risk free.

The Risks
The use of social media by lawyers presents questions and concerns regarding compliance with legal
ethics rules. Indeed, concerns about maintaining ethical standards should be expected when any new
technology—and particularly communication technology—affects the practice of law.5 Some of the
standards implicated by a lawyer’s use of social media are considered below.
A lawyer must provide competent and diligent representation to the lawyer’s clients.6 Social networking
threatens a lawyer’s competence and diligence because its use can be enormously distracting. It is
frighteningly easy to become consumed with visiting social media sites and, as a result, to neglect legal
matters. Moreover, efforts to “multitask” both social media use and in‐office lawyering may significantly
reduce the quality of the lawyer’s work.7 Finally, because many social media posts are informal and
spontaneous, competence is potentially imperiled when a lawyer provides “off‐the‐cuff,” ill‐considered
legal advice or information on social networking sites.
A lawyer must maintain the confidentiality of client information.8 Posting case‐related information on
social media is easy and immediate—perhaps too easy and too immediate in some cases. Indeed,
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lawyers have “tweeted” from court9 and posted confidential client information on blogs10. Such tweets
and posts are disseminated immediately across the vast Internet to an infinite number of people. Of
course, there was a possibility of improper “shop talk” prior to social networking. However, given the
broadcast nature of dissemination through social media, the potential for harm from such disclosures is
exponentially greater.
A lawyer must not engage in the unauthorized practice of law in a jurisdiction in which the lawyer is
unlicensed.11 While the American Bar Association has taken steps to promote greater nationalization in
lawyering, the practice of law in the United States remains largely parochial. A lawyer using social
networking certainly has the technological wherewithal on a laptop, or even smartphone, to advise
clients throughout the nation and beyond. But any lawyer who takes advantage of these capabilities
without an appropriate law license does so at ethical peril.
A lawyer must not make a false or misleading statement to a potential client,12 to a judge13 or to a third‐
person.14 These content‐based restrictions on lawyer speech serve both to protect the public from
unfair advantage‐taking by a lawyer, and to shield the justice system from improper statements that
might affect the reliability of adjudicative proceedings. The use of social media increases the risk not
only of making false or misleading statements in the first place, but also of getting caught thereafter.
As to making false statements, the increase in the quantity of communication attendant to social
networking directly increases the chance of simply getting something wrong. This is particularly true
given that social networking posts are sometimes hastily created, rarely proofread and almost never
vetted. Moreover, a lawyer may view Facebook or other networking services as a means to “get dirt”
about an opponent (for example, to show that a personal‐injury plaintiff is physically active despite a
claim of disability). However, to access such information, the lawyer typically needs the opponent to
“accept” the lawyer’s “friend request”—a request premised on a false pretext or false name. At least
one bar association ethics opinion has condemned such lawyer deception as a violation of Rule 8.4(c)
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(prohibiting conduct involving dishonesty) and Rule 4.1 (prohibiting false statements of material fact to a
third person).15
As to getting caught, a lawyer’s posts, once broadcast, are subject to review and criticism by
innumerable ad hoc fact‐checkers, other lawyers, opponents, regulators and judges. Indeed, one Texas
judge caught a lawyer lying about the reason for requesting a continuance by looking at the lawyer’s
Facebook status updates “detailing her week of drinking, going out and partying.”16
A lawyer must not improperly communicate with a represented person,17 a judge or a juror.18 These
recipient‐based restrictions on lawyer speech serve to protect the sanctity of the lawyer‐client
relationship and the independence of adjudicators by preventing a lawyer from communicating with
those over whom the lawyer may exert improper influence. Social media permit a lawyer to have ready
access to an audience that may contain represented persons, judges or jurors with whom the lawyer
cannot otherwise communicate. For example, the North Carolina Judicial Standards Commission publicly
reprimanded a district judge for engaging in ex parte, Facebook communications with a lawyer for one
of the parties during an ongoing a domestic matter.19 While the impropriety of two‐way correspondence
with a prohibited person should be obvious to most lawyers, the plain language of applicable
professional conduct standards is broader than some lawyers may appreciate. These standards prohibit
“communications” with represented persons, judges and jurors—including one‐way communications
from the lawyer to an audience in the public cloud.
A lawyer must not assist a judge in committing a violation of the applicable standards of judicial
conduct,20 or to imply an ability to improperly influence a judge or other public official.21 Quite
obviously, this rule seeks to enlist—or, more accurately, to conscript—lawyers into the service of judicial
regulators seeking to preserve the integrity and independence of the judiciary through the enforcement
of judicial codes of conduct. This rule effectively prohibits lawyers from “friending” or otherwise
communicating with judges whose use of social media in a manner that violates judicial conduct
standards. Several judges have run afoul of these standards through the use of social media. A Georgia
judge resigned from the bench after using Facebook to initiate an improper relationship with a
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defendant.22 A New York judge was transferred after engaging in inappropriate Facebook networking,
including the posting of status updates regarding pending matters while on the bench.23 The Florida
Supreme Court Judicial Ethics Advisory Committee has opined that it is unethical for Florida judges to
“friend” lawyers on social media sites because “the judge, by so doing, conveys or permits others to
convey the impression that they are in a special position to influence the judge.”24
Each of these ethical risks of lawyer social networking is real. All, however, are manageable.

Managing the Perils of Social Media
To manage the significant risks of using social media, lawyers would perhaps be best advised simply to
use common sense. That is, lawyers simply should act reasonably and responsibly while sitting at a
keyboard, just as they should act reasonably and responsibly while sitting at counsel table or behind the
wheel of an automobile. True. But to tell someone to “use common sense,” to “be reasonable,” or to
“act responsibly” offers little practical help. Rather than taking this approach, this paper concludes with
a few simple “dos and don’ts” for lawyers using social media.
Do read and follow the rules of professional conduct applicable in your jurisdiction. Although the ABA is
considering amendments to the Model Rules of Professional Conduct to address specific lawyer social
networking issues,25 the current rules apply to all lawyer conduct—irrespective of whether the conduct
occurs on the ground or in the cloud. Read them. Follow them.26
Don’t become consumed with social networking. Do turn it off every now and again. Don’t “multitask.”
Because following Facebook, Twitter, RSS feeds and blogs is fun and feels falsely productive, it can
become all‐consuming. It’s way easier to spend enormous amounts of time staying current with friends
and developments using social media than it is to actually work. You are a “competent” and “diligent”
lawyer only when you are working. Not when you are friending. Use social media. But use it like
alcohol—in moderation.
Do use the confirmation principle. Confirmation is a “technique for preventing unintended actions by
requiring verification of the actions before they are performed.”27 Before posting anything on a social
media site, confirm that the post is accurate, ethical and professionally appropriate. In other words,
before hitting “post” or “send,” slow down, proofread, and fact check. While confirmation will slow your
workflow, it could save your professional reputation.
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Don’t lie.
Don’t give legal advice to anyone on a social networking site. Instead, provide only legal information.
Distinguishing between “advice” and “information” is sometimes difficult, but here’s a start: a post
contains “advice” if it applies law to a real issue relevant to an identifiable recipient; in contrast, a post
contains “information” if it describes the law in general terms or if it applies the law only to hypothetical
issues and persons. To reinforce that you provide only information, place a disclaimer on your site that
you only provide information and not advice. Then follow your own disclaimer.
Don’t reveal confidential information on social media sites. The scope of what is “confidential
information” is significantly broader than most lawyers realize. Indeed, under the Model Rules,
information is “confidential” if it in any way “relat[es] to the representation of a client.”28 Therefore,
post information about clients and cases on social media only when there is “no reasonable likelihood”
that a recipient will be able to “ascertain the identity of the client or the situation involved.”29 Better
yet, don’t post information about clients and cases on social media.30
Don’t post anything on social media during trial. Pay attention. You’re in trial.
Don’t communicate with judges and jurors about pending cases. See also the preceding paragraph.
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Although it goes without saying, here goes: don’t use public social media to communicate with clients about
their cases (such as through Facebook wall‐to‐wall communications or public Twitter posts). Use email.
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